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S ince the passage of the HIPAA Privacy Rule in 

April, 2003 and the HIPAA Security Rule in April, 

2005, most covered entities (health care providers, health 

plans and health care clearing houses) have been in a 

static state of compliance.  In general, covered entities 

have experienced limited government enforcement and as 

a result have faced minimal risk of fines for violations of 

HIPAA. 

However, the tide has changed with the passage of 

the Health Information Technology for Economic and 

Clinical Health Act (HITECH ACT).  HITECH is part of the 

American Recovery and Reinvestment Act of 2009 

(ARRA).  Now, not only must covered entities have 

heightened attention to HIPAA, but business associates 

will need to comply with HIPAA security requirements 

directly and can be held accountable by the Federal 

Government for violating the HIPAA Security Rule, or a 

Business Associate Agreement (BAA).  As we all know, 

under HIPAA, if protected health information (PHI) is 

disclosed to an unauthorized person or entity, the covered 

entity must mitigate any damages resulting from this 

breach of privacy.  Prior to HITECH, a covered entity was 

not explicitly required by HIPAA to notify the person/patient 

of the incident.  Beginning September 23, 2009, covered 

entities are now subject to explicit HIPAA breach 

notification requirements.  HITECH requires covered 

entities to notify individuals no later than 60 calendar days 

after discovery of a "breach" of "unsecured protected 

health information.ò  The HITECH Act's breach provisions 

apply to information in electronic and also in paper form.  

Information as simple as a patient name or date of birth 

could result in triggering the HITECH breach provisions. 

Determining whether or not a breach has occurred is 

also a challenge under the Act.  To determine whether a 

covered entity must notify individuals of a breach, it must 

determine whether there has actually been a "breach" of 

"unsecured PHI.ò  Breach is currently defined as "the 

unauthorized acquisition, access, use or disclosure of PHI 

which compromises the security or privacy of such 

information, except wherein an unauthorized person to 

whom such information is disclosed would not reasonably 

have been able to retain such information.ò 

A breach does not include any unintentional 

acquisition, or use, or disclosure of PHI by an employee or 

an individual acting under the authority of a covered entity 

or business associate, if made in good faith and within the 

course and scope of employment or other professional 

relationship; and such information is not further required, 

assessed, used or disclosed.  This would also pertain to 

any inadvertent disclosure from an individual who is 

otherwise authorized to access the PHI at a facility 

operated by a covered entity, or business associate to 

another similarly situated individual at the same facility. 

"Unsecured PHI" is defined as PHI in paper or an 

electronic form that is not secured through the use of 

technology or a methodology specified by the Secretary of 

U.S. Department of Health and Human Services (HHS), as 

published in its first Guidance in the Federal Register on 

this subject in April, 2009.  Use of the April, 2009 Guidance 

by covered entities can serve as a safe harbor.  The 2009 

Guidance refers to both Encryption and destruction as the 

only two safe harbors available for rendering PHI secure.  

Encryption can be used to render electronic PHI secure, 

but to be relied on successfully, the methodology must 

meet certain criteria.  Destruction can be relied on to 

render PHI secure in either electronic or paper form, if the 

safe harbor standard is met. 

How does a covered entity 

determine whether or not the 

information acquired, assessed or 

disclosed was PHI?  If it is not 

PHI, HIPAA is not implicated.  If it 

is PHI, the covered entity should 

determine how many patients' PHI 

was accessed, acquired or 

disclosed; the circumstances 

surrounding the access and the acquisition or disclosure; 

and whether the PHI was in electronic or paper form. 

The covered entity should determine whether the 

electronic PHI, if any, was encrypted in a manner 

consistent with the safe harbors, or whether the PHI in 

either paper or electronic form was properly destroyed in 

compliance with the safe harbor requirement.  If the safe 

harbor was met, the HIPAA breach notification obligation is 

not triggered.  If safe harbors are not met, the entity should 

determine whether the access, acquisition or disclosure 
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(continued from front) falls within an available exception.  The exceptions to 

the breach notification requirements are as follows: 

¶ The PHI was disclosed to a person who would not reasonably be able 

to retain the information disclosed; 

¶ An employee or an individual only unintentionally acquired access, 

used or disclosed the PHI in the course of doing his or her job, and the 

covered entity has or can obtain assurances that the PHI will not be 

further acquired, accessed, used or disclosed; 

¶ The disclosure was inadvertent, by an otherwise authorized individual 

within the covered entity, and the covered entity has or can obtain 

assurances that the PHI will not be further acquired, accessed, used or 

disclosed. 

If none of the safe harbors or exceptions apply, then the covered entity 

must notify all individuals whose PHI was unsecured in the breach.  The 

covered entity must send written notification via first class mail.  Business 

associates are only required to notify the covered entity, not the individual 

affected by breach.  The covered entity is in turn obligated then to notify the 

individual affected by a breach discovered by a business associate.  The 

minimum requirements for the notice to patients are as follows: 

¶ A brief description of what happened including the date of the breach 

and date of discovery of the breach; 

¶ A description of the types of unsecured PHI involved in the breach; 

¶ The steps the patient should take to protect themselves from potential 

harm resulting from the breach; 

¶ A brief description of what the covered entity is doing to investigate the 

breach, mitigate damages and losses, and protect against further 

breaches; and 

¶ Contact procedures for individuals to ask questions or obtain 

information. 

Additionally, if a covered entity has insufficient or out of date contact 

information for ten or more patients affected by the breach, the covered 

entity then must conspicuously post on the home page of its website, or 

through major print or broadcast media, a substitute notice.  This notice 

must include a toll free number where an individual can find out whether or 

not his or her PHI was possibly included in the breach.  The covered entity 

must also notify the Secretary of HHS and the media, under certain 

circumstances.  If the breach involves five hundred or more individuals, the 

covered entity must immediately notify the Secretary of HHS and the media 

in the State about the breach.  If five hundred or fewer individuals are 

affected, the covered entity must only keep a log of the breach and submit 

the log annually to the Secretary of HHS.    

Business associates are affected by the HITECH Act.  HITECH 

requires that business associates comply with HIPAA Security Rule 

requirements and directly subjects business associates to civil and criminal 

penalties for violation of the HIPAA Security Rule.  The Security Rule 

requires business associates to address and administrate physical and 

technical safeguards in the same manner as covered entities.  Business 

associates will need to develop or maintain appropriate security measures, 

policies, procedures and documentation to demonstrate compliance.  

Security standards may require a business associate to conduct a risk 

analysis to assess potential risks and vulnerabilities of PHI, implement risk 

management procedures, assign a security officer, train its work force and 

enter into business associate contracts with those entities that meet the 

definition of a business associate.  All business associates must comply with 

the Security Rule by February 17, 2010.  Business associate agreements 

should be amended to reflect that a business associate is required to notify 

the covered entity of any breach of unsecured PHI.  The covered entity may 

also want to address who is responsible for the costs of notifying patients of 

a breach where PHI was maintained, used or disclosed by the business 

associate, when the breach occurred. 

Finally, as we know, enforcement of HIPAA has been primarily 

complaint driven and has rarely resulted in fines or settlements.  The Office 

of Civil Rights (OCR) estimated, as of the close of the first quarter 2009, 

there were 43,000 privacy complaints; and the numbers are increasing each 

year.  Of the 43,000, 8,212 were resolved through investigation and 

enforcement.  All but two actions, both in the last year, have resulted in 

monetary settlements.  The Office of Inspector General (OIG) recently found 

that although CMS has had an effective process for receiving and resolving 

complaints, CMS has done little to enforce the HIPAA Security Rule.  

HITECH calls for an enhanced enforcement of HIPAA and increased civil 

monetary penalties for violations.  The HITECH Act mandates that OCR 

develop and maintain a national education initiative to enhance public 

awareness regarding the uses of PHI.  HHS is also required to perform 

periodic audits to ensure that both covered entities and business associates 

are in compliance with the HIPAA Privacy and Security Rule. 

States also have new authority to enforce HIPAA.  State Attorneys 

General are now granted the authority to bring civil actions in U.S. District 

Court on behalf of residents of the State who have been threatened or 

adversely affected by violation of the HIPAA Privacy and Security Rule.  The 

Attorneys General can seek damages of $100.00 per violation, not to 

exceed $25,000.00 for all violations of an identical requirement or prohibition 

during the calendar year.  Further, if the case is successful, the Court can 

also award costs of the action and reasonable attorney fees to the State. 

Beginning in February, 2012, HHS will establish regulations so that the 

patients harmed by an act constituting a violation of the HIPAA Privacy and 

Security Rule may receive a percentage of any civil monetary penalty or 

monetary settlement collected.  This monetary incentive is like a qui tam 

(whistleblower) provision in the Federal Fraud and Abuse Laws, and it can 

be expected to result in increased reporting of suspected or potential 

violations to OCR and CMS.  Consequently, we anticipate increased 

investigations by both of these groups.  HITECH also establishes a tiered 

penalty approach for civil monetary penalties which can reach $1.5 million 

dollars. 

If you need assistance updating your HIPAA Plan and redrafting your 

business associate agreements, please contact Attorney Kristin Zemis at 

(330) 456-8341 or kzemis@bmsa.com. 


