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ttorney Robert J. Murphy has become 

certified as a LEED AP (Leadership  in 

Energy and Environmental Design Accredited 

Professional) in new construction by the Green 

Building Certification Institute (GBCI). A LEED AP is 

an individual who has passed the exam and 

possesses the knowledge and skills necessary to 

participate in the design process; to support and 

encourage integrated design; and to streamline the 

application and certification process. With this 

accreditation, Robert is recognized as having an 

understanding of green building practices and 

principles, and familiarity with LEED requirements, 

resources and processes.  

 He is the co-coordinator of the firmôs 

construction practice area and focuses his practice in 

the representation of small, mid-size and large 

companies in the areas of negotiation and 

documentation of business transactions, and real 

estate projects.  Robert earned his undergraduate 

degree in political science at Kenyon College and 

received his Juris Doctor Degree from Case Western 

Reserve School of Law, graduating magna cum laude. 

 More about LEED and GBCI: The LEED 

Green Building Rating System encourages and 

accelerates global adoption of sustainable green 

building and development practices through the 

creation and implementation of universally understood 

and accepted tools and 

performance criteria. LEED is 

a certification program and 

the nationally accepted 

benchmark for the design, 

construction and operation of 

high performance green 

buildings. It promotes a 

whole-building approach to 

sustainability by recognizing 

performance in five key areas of human and 

environmental health: sustainable site development, 

water savings, energy efficiency, materials selection 

and indoor environmental quality. The GBCI 

administers credentialing programs that measure and 

improve the performance of buildings and 

communities as defined by industry systems such as 

the LEED Green Building Rating System. 

Timothy L. Fox 

Robert J. Murphy 

 The Federal Trade Commissionôs Red (FTC) Flags Rule, which deals with identity theft, goes into effect 

on November 1, 2009.  The Red Flags Rule requires any business which supplies credit to a consumer on a 

covered account to enact an identity theft detection program; have this program approved through its board of 

directors or executive officers; and conduct training of its employees. 

 What is Identity Theft?  Identity theft occurs when someone uses your personally identifying 

information, like your name, Social Security number, or credit card number, without your permission, to commit 

fraud or other crimes.  Identity Theft increases costs to businesses with mounting non-collectible bills, 

compromised data security and decreased consumer confidence.   
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 The Red Flags Rule requires certain financial institutions, businesses and organizations, including state-chartered credit unions, 

mutual funds, utility companies, health care providers and telecommunications companies to develop a written program to spot the warning 

signs or ñred flagsò of identity theft.  The purpose of the Rule is to minimize identity theft by ensuring businesses have policies in place that will 

help prevent the theft from taking place.  It is important because as many as 9 million Americans have their identities stolen every year.  

Identity thieves may drain their victimsô accounts, damage credit and even endanger their medical treatment. 

 Who must comply?...Every financial institution and creditor organization!  Each must conduct a periodic review of its billing and 

payment procedures to determine if it is covered by the Red Flags Rule.  Whether the law applies to you isnôt based on your industry or sector, 

but rather if your activities fall within the lawôs definition of two key terms: ñcreditorò and ñcovered account.ò  A creditor is defined as ñany entity 

that regularly defers payments for goods or services, or arranges for the extension of credit.ò  If your business regularly bills customers after 

the completion of services, you are a creditor.  Additionally, if it regularly grants loans, arranges for loans or the 

extension of credit, or makes credit decisions such as renewing credit or setting terms of credit, you are a creditor.  A 

covered account is defined as an account used for personal, family, or household purposes in which a business 

supplies, offers or extends credit.  In essence, this applies to any account other than a point-of-sale 

transaction.  If your business supplies goods or services to a consumer, and does not require immediate 

payment, this law applies to you.  This includes not only finance companies and suppliers of goods; but also 

suppliers of services such as accountants, medical providers, and other professionals who perform services 

and do not require immediate payment.   

 Once you have determined if the Red Flags Rule applies to your business, you must have an identity theft program in 

place that identifies the ñred flagsò of identity theft.  Some of the ñred flagsò that signal identity theft are as follows: suspicious 

documents that look like they have been altered or forged; inconsistent photo ID or physical description, inconsistent date of birth 

or signature; notices from victims of identity theft, law enforcement authorities, customers or others suggesting possible identity 

theft; customer information that doesnôt match other sources;  a social security number that is being used by someone else; alerts 

or warnings from a credit reporting company or credit freeze; suspicious account activity such as mail returned repeatedly as 

ñundeliverableò or an inactive account that suddenly becomes active. 

 What you must do.  Identify the kinds of red flags that are relevant to your business; explain your procedures for detecting them in 

your day-to-day operations; describe how you will respond to red flags and prevent and mitigate identity theft; and update your program to stay 

current with changing threats and trends.  Once this program is in place, it must be approved by your board of directors and/or executive 

officers in compliance with the FTC rules, and your employees must be trained on the program.  The program should provide a way to monitor 

the work of your service providers and it must be appropriate to the size and complexity of the creditor and to the nature and scope of its 

activities.  The key is to make sure that all members of your staff are familiar with the Rule and your new Red Flags Identity Theft Program. 

 Whatõs at stake?  Violators may be subject to financial penalties; possibly $3500 per violation.  However, there are no criminal 

penalties for failure to comply.  Compliance assures your customers that youôre doing your part to fight identity theft. 

 At Black McCuskey, we have created a Red Flags program to meet our clientsô needs and to comply with the FTC rules.  

This includes a ñred flagsò identity theft program, training for your employees, and a resolution authorizing and accepting this 

program for approval by your board of directors.  Please contact Attorney Robert B. Preston III, at (330) 456-8341 or  

bpreston@bmsa.com, for more information on becoming compliant with these new regulations. 

 

Robert B. Preston III 


